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Smart Wizard AN

DGS-1210-28P AtEX} O

|’6 D-Link | Welcome - Windows Internet Explorer

@v\ ) A £ http://10.90,90.90

File Edit View Favories Tools

Help
O Che QIE{4l A2 ¥T http://10.90.90.90 2 YUASHAM AQA| ShHO| B CL.

1) 2396 x7| IjAQE= AL admin RIL|LC}. (Default: admin)

Enter your password

Password |

Language | English 1]

o« | cancel |

2) o] IP AH: 22| 8 (Management) IP A ™ (Default: 10.90.90.90/8)

Welcome to Smart Wizard

The wizard will guide you to do basic configurations on 3 steps for the IP Information, access

" password, and SNIWP, If you are not changing the seffings. click on “Exit" to go back to the main
ﬁ &! page.

Step 1 of 3: The wizard will help to complete settings for IP address, Netmask, and Gateway.

© Static ODHeP Osootp

IF Address
Netmask 8(255.0.0.0) v

Gateway {0000

10.90 90 90

[ 1anore the wizard nexttime | Eext | [ Next |

@agn zae P 48 ot


http://10.90.90.90/
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3) A &2 28 1 29K 2002 Al =& dFHLIL

Welcome to Smart Wizard

(ag 2 239 Az 4™ 3
.'
=

4) SNMP Setting: SNMP =2H4 35}

Welcome to Smart Wizard

oﬁFﬁ

(Default: Disabled)

(22! 3) Smart Wizard SNMP A 31H

Fol1) IP HE Al ®xf HZE MH0| BOX|A E|B=E ME AT IP FLE2 HES 5
MOF SHL|Ct.

Fol2) iy BE sHo=Z S0{7t XX UAL HSE £
HES 15X 713 S2{M X7|st £ HEH StA|7] HEEHL|Ct.
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Save MM
Save =S

1) Save Configuration
m Save - X Tools « wa: SmartWizard @@ Online Help 2 Logout
Save Configuration
Save Log
[+ System
[#-[@ Configuration
- Qo3

B ! Securty Please press the button to save the config of device.
[#-[§@ Monitoring
- ACL

(32 4) Configuration save 3}H™
- B{X AQ|K|Q| RA(Configuration) MEE XM& & 4 QUHL|CH
=

=
FO|) MESIX| o H AKX HEGA O] HE2= SOpzLC}.

2) Save Log
fm Save - X Tools - %5~ SmartWizard @ Online Help 2 Logout
Save Configuration
[+ System
[#-[@ Configuration
=@ Qo3
[ Monitoring
=l AcL

(3 &l 5) Configuration log =™

- X A9Xel 2O BEE N ¥ =+ UYL
Tools A%
1) Reset

@ Save «  Tools - %%+ SmartWizard @ Online Help 2 Logout

Reset

Reset System

Reboat Device

Configuration Backup & Restore
Firmware Backup & Upgrade
Security Switch will be reset all except IP address. Are you sure you want to proceed with a reset? Ifyes, click the “Apply” button
Monitoring

ACL __Applv
(22! 6) Switch reset 3}H

- ResetS SfAIE IP FAF FMQlet 2= 273 40| =7[3t LI

-6 E-E-E-E
TERUEE 3

2) Reset System

' Tools - %% SmartWizard @@ Online Help 2 Logout

\
Reset

Reset System

Reboot Device

Configuration Backup & Restore

Firmware Backup & Upgrade
Security Warning! The Switch will be reset to its factory defaults and then will reboot. Are your sure you want to proceed with a reset? If
Monitering Yes, click the "Apply” button.
ACL

= DG
-
=@
=
=@
=@
=@

Apply

(A8 7) Switch IEE x7|3} 3}
- Reset Systemz 2 SHA|EH 2= 277 40| &Y 7[2U2=2 7=t L

3) Reboot Device
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' Tools w& SmartWizard @@ Online Help . 2 Logout

\ -

Reset
Reset System

Reboat Device

Configuration Backup & Restore
Firmware Backup & Upgrade
Security Are you sure you want to proceed with the system reboot? If yes, click the "Reboot” button.

Monitoring

(12 8) Switch XfA|Xt 3}
- Reboot Device A&l Al A_X|7F R A|ZH ElL|LCY.

RO R RN
‘\‘_\‘\‘\‘\“\8

4) Conflguratlon Backup and Restore

%%~ SmartWizard @ Online Help - 2 Logout

Reset

Reset System

Reboot Device

Configuration Backup & Restore |
Firmware Backup & Upgrade

o E
BEEBEW 2

Security
Monitering @ HTTP
5 Ao Backup current settings to file :
Restore saved settings from file : | [CE0EDLL., ]
Restore
0 TFTR

TFTP Server IP Address
TFTP File Name

Backup current settings to file :

Restore saved settings from file - Restore
(2% 9) Switch M7 el o1 =9l ojni
- 29X|el wxf A US WAHSHALE HYE 23 S =22 I A gUCh

—

HTTPLE TFTP 5 @i3te A8 Meistol #Qo|Lt 2ie7

mjn
ot
>
o
o>
r

Fo) 28 & =57 M =2 U

A S ERIIE F A

Ot
rg
ret

= U2 BE AREX[A| £ TFTP HWAloz uj
QA3 TFTP MH F2 9 WY H=0{0} shict.

m Save - 2 Tools - %%~ SmartWizard @ Online Help 2 Logout

Reset

W&l Reset System =
Reboot Device w

=
%@ | Configuration Backup & Restore
-

Firmware Backup & Upgrade

- Security
+ y Monitoring @ HTTP

- ACL
Backup firmware to file

| O

Upgrade

DDDD||

Upgrade firmware from file

0 TFTR
TFTP Server IP Address [ |

TFTP File Name

Backup firmware to file :

Uparade firmware from file :

(23 10) Switch Heo H 3 A 0|= =tH
- A9IX|9] #TY FirmwareZ #W@Ist7{Lt YT O|E Al ALS EILICH
!

i
HTTPL} TFTP & Rot= &4S MEiste] WgolLt Y2 0[=8 & + USLIth
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Device Information
D-Link

Building Networks for Peogle x 1 dmin - 192.168.0.171

DGS-1210-28P AtEX} O

A Tools %=~ SmartWizard @ Online Help 2 Logout

b DGS-1210-16 Iﬁiiﬁ |iﬁmiiﬂi o ﬁm iﬂ
[+ System

B[ Configuration Device Information

- aos Device Type DES-1210-16 System Time 01/01/2000 17:00:33
g : :zﬁ;;?;g System Name System Up Time 0 days, 17 hours, 0 mins, 35 seconds
® ﬁ ACL System Location MAC Address 1C-BD-B9-DF-27-D0

Boot Version 1.00.003 IP Address 192.168.0.17

Firmware Version 2.01.002 Subnet Mask 265 255 256.0

Protocol Version 2.001.004 Default Gateway 192.168.01

Hardware Version Al Trap IP 0000

Serial Number QB111A6000229 Login Timeout (minutes) &

Device Status and Quick Configurations

RETP Disabled Seftings SNMP Status Disabled Seftings
Port Mirroring Disabled Settinas 802.1X Status Disabled Seftings
Storm Control Disabled Settings 802.1Q Management VLAN Disabled Settings
Safeguard Engine Enabled Seftings DHCP Client Disabled Settings
IGMP Snooping Disabled Seftings Jumbo Frame Disabled Settings
Power Saving Enabled Seftings

(22 11) Switch 85 3}H
- 22X0f "5 Al EOl= 7|3t LCh FH[e| 2E, HYof, SN & 7|2 HES
g 4 dsct
Device Status and Quick Configuration?| 23 & 0|23l T MY HO=F HZE 0|l

g+ ASLILC

System> >System Setting

 SystemsSettngs O secowerd
e ————

IP Information

@ static ) DHCP

IP Address [192][ 168][ o[ 17|
Subnet Mask | 255 | 258 255 ¢
Gateway | 192/ 168/ o 1|

Apply

System Information

Systerm Mame |

System Location |

|
|
Login Timeout (3-30 minutes) |5 |
|

Group Interval (120-1225 seconds) |120 (Disable: 0 second)

Apply
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(3 12) Switch A|AE MX 3}H
AQIX| H2|8 IPE 1NF(Static) F= {ES(DHCP)CZ MH & = ol AQX|
System MEZ Q&sl0] 22| =21 (D-Link WebSmart Console)oj|A| X0 & =0l
7tsgL ot

IP Information: A 2|X|2| 7|2 IP Address 10.90.90.90 / Subnet mask 255.0.0.0 /
Gateway 0.0.0.0

System Information: System Name, Locationg A7 gfL|LC}.

Login Timeout(3-30 minutes): g HO|X| & = X[HE A|Zt2HE 520| Qi
O RI0tR0| El= AlZH LCL & HHRZE 322H 307K 4730| 7Is & | Ct.
Group Interval(120-1255 seconds): A2 2|X| A|AH HEE D-Link WebSmart Console
Z2OMoR MesHE 7| YUICL & THH 0 AT Als HEE BUX| LBLCH

| 0

&S

Fo|) AQIK| BE| IP WS DHCPE AL ¥ ZQ M UH|M XH50= e we
IP7} AQX|o| 2| IPE AF2E|H 0] ZS DHCP Release A|ZHOf| [}a} A9k za| IP

e

7t HEE & ASC= EEHT FL7t OtL2tH DHCP U4 ALES AT 8
C}.

>
-

System>>DHCP Auto Configuration

L DHCP Auto Configuration O .Ssfequard
Auto Configuration State: () Enabled @ Disabled

The DHCF autoconfiguration function on the switch will load a previously saved configuration file for current use.

Hote: If the switch is unable to complete the autoconfiguration process, the previously saved local configuration file present in
switch memory will be loaded.

(a2 13) Switch DHCP XI5 MH 3IH
- DHCP Auto Configuration 7|s0| 243} T|H AQ2[X|= DHCP Client2 SAtSHA k|
Ch £ Al TFTP MB{OIA AHS22 4% TAg ML
0|2 9|3, DHCP MH{= DHCP Q& Packetof TFTP AMH{ IP Z=A % A oY 0|2 H
2Z X3 SHOF SH0Y TFTP AjB{7t REE(0f RI0fof BHLICH
AKX ZEE 8s O™ 7|2 Directory L0 ELR3t 71 mtdE2 M| =O0}0f
st

=
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System>>Trap Setting
w

© Enabled ) Disabled  T7ap Server IP A| &

Destination IP || ol[ of[ ol D||

System Event Device Bootup [ lllegal Login
Fiber Port Event [“] Link Up/ Link Down

Twisted Pair Port Event Link Up/ Link Down

RSTP Port State Change [] state Change

Firmware Upgrade State [] Upgrade Success/ Upgrade Failure

Apply

(2@ 14) Switch Trap & &
- SmartConsoleO| AX|Z|0] U= EY MHO| TH| J(H AEF S QIZHEIX] B2 AFE XIS
™, Fiber, UTP ZLE 9| Event log, POE Event log § M&dt2{s 20 a2sS AN MEH

ot 28 & &+ UAsUHCh

System> >Port Setting

(Portsetings . Osscowrd

From Port To Port Speed MDD Flow Control
1 - 16~  Auto + Auto + Disabled ~ |  apply || Refresh |
Port Link Status Speed MDD Flow Control
1 Down Auto AUTO Disabled
2 Down Auto AUTO Disabled
3 Down Auto AUTO Disabled
4 Down Auto AUTO Disabled
5 Down Auto AUTO Disabled
i Down Auto AUTO Disabled
T Down Auto AUTO Disabled
8 Down Auto AUTO Disabled
9 Down Auto AUTO Disabled
10 Down Auto AUTO Disabled
11 Down Auto AUTO Disabled
12 Down Auto AUTO Disabled
13 Down Auto AUTO Disabled
14 Down Auto AUTO Disabled
15 10000 C Full Auto AUTO Disabled
16 Down Auto AUTO Disabled

- HEQ| £5/A 0 EtY/SE
From Port: A|Zf ZEE MEH SHL|LCH
To Port: OFX[2} LEE MEH BHL|CL
Speed: Speed 3 Duplexg =522 MEH SHL|CL 7|2Zt2 Auto2 MHE|O Qon M
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EH A| Disable, 10M Half/Full, 100M Half/Full, 1000M Full & M™0| 7t& gfL|Ct
MDI(Media Dependent Interface) / MDIX(Media Dependent Interface Crossover):
MDI= AUTOZ ¢ Al ot HIO|AE Xts2z ZX[5HY 10 &= AHMO|AE
dEE M3S ot= 7l YUt

H
- Flow Control: ZEQ| SEXOE MH T £ USL|CH

=

ZF9|) SpeedX|®d A] ACHI ZEH|O| it E(Interface)?| Speed % Duplex MEME|E =

ol 3 & Mo} BHLIct.

[

System>>SNMP Setting
1) SNMP Global State

- 2

Building Networks for People

'= Save * Tools « %3~ SmartWizard #@ Online Help

* DGS-1210-16

=24 System
) System Settings
2 i ~ e
& DHCP Auto Configuration SNMP Global State: () Enabled  © Disabled Apply

¥ Trap Settings
7 Port Settings
=

) SNMP Global State
) User/Group Table

i =4 Group Access Table
7 View Table
) Community Table

i~ Host Table
% Engine D
) Trap Settings

(12! 17) SNMP A% 3}H

2) User/Group Table
u

SMMP Version vl h encrypted

Auth-Protocal MD5 Password I:I
Priv-Protocol DES Password I:I

Apply

{ Maximum Entries : 50 )

User Name Group Mame SMNMP Version Auth Protocol Priv-Protocol
ReadOnly ReadOnly vl None Nane
ReadOnly ReadOnly vac Mone Maone
ReadWrite ReadWrite vl None None
Read\Write ReadWrite vac Mone Mone

(22 18) SNMP AtEX A 3H
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- SNMP User Tableg 444 atL|LCt.

User Name: SNMP A2 X} O|2S 322X} O|LHE2 A ehL|Ch

Group Name: SNMP Group O|&& M7 32fL|C}.

SNMP Version: SNMP AF2 X0 CH$F SNMP M S A gFL|Chv32F HA|X| Encrypted
o] 7t& ULt

DGS-1210-28P AtEX} O

Auth-Protocol/Password: HMAC-MD5-96 tE= HMAC-SHA =2 &= MEH SHL|LC}.
AT SNMP V3 YB3E 93t 4SS U ¢
Priv-Protocol/Password: & Q1% tt= DES 56-bit encryptione MEH SHL|CY.

=

[N |
A SNMP V3 RB3tE 93t 2e2 Qe guct

mjn

3) Group Access Table

SNMP Group Table Q Safeguard
Group Mame |:|* Security Model Ul -

Read View Name |:| Security Level MoAuthMaoPriv

Write View Name |:| Motify View Name I:l

Apply

{ Maximum Entries : 50 )

Read View Write View Motify View Security Model  Security Level
ReadOn... ReadWr.. — ReadWr... v MoAuthMoPriv
ReadOn... ReadWr... — ReadWr... 'l MoAuthMoPriv
ReadWr... Readwr... ReadWr... ReadWr... vi NoAuthNoPriv
ReadWr... Readr... ReadWr .. ReadWr .. V20 MoAuthMoPriv

(12 19) SNMP 12 MF 3}
Group Name: SNMP 11§ 0|58 322X} O|{Z A BrL|LC}.
Read View Name: SNMP 217| AHIS 20st= AKX & 0|52 MH™ shLLC}
Write View Name: SNMP A 7| Aot HOst= AKX 18 0|58 MA™ gLt
Security Model: SNMPv1 / SNMPv2c / SNMPv3
Security Level
NoAuthNoPriv: A2|X|2f SNMP Manager?t0f| Packet F& A] Authorization2t
Encryptiong S}X| Qd&L|CH
AuthNoPriv: A2|X|2} SNMP Manager 7t0j| Packet F<& A| Authorization 2 A|E 3}X|
OF Encryption2 S|X| Q& L|CH
AuthPriv: 22| X|2f SNMP Manager Zt0|| Packet & A| Authorization 2 Encryption
25 AE Bct

A O]
™ M

Notify View Name: A 2|X| SNMP Agent0f 2|slf EME|= SNMP Trap= =4I
= AREXIO| Cist SNMP & 0|5 47 gLCt

mot

10
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4) SNMP View Table Configuration

DGS-1210-28P AtEX} O

View Mame | fk
Subtree OID | f+
0ID Mask | r
View Type Included -

{ Maximum Entries : 50 )

View Mame Subtree OID 0ID Mask View Type

ReadWrite 1 1 Included

(32 20) SNMP View Table 4 3}H
View Name: View 0|5& 3224t O|LHE A TfL|LCt
Subtree OID: SNMP Manager2 B Z& 7+s5tA & MIB Treelf OID gt & XM &
OID Mask: Subtree OID 20| CHSH Mask Zf. 1.2 care bit 02 don't care bit £ 2o|0O] &t
o) OID: 1.3.6.1.2.1.1, Mask: 1.1.1.1.1.1.0 > 13.6.1.2.1.X & 2|0| gfL|C}t.
Z, care bit@l 12 OID gt & AL ME treeE &5 ES S0 QJUSL|CH
View Type: 2|0|A 2ot Configured OID Zf2 SNMP Manager?t 2 Al A
ME4 Lot

oo

<EE

5) SNMP Community Table Configuration
Community Name :f*

User Name (View Policy) ReadOnly -

{ Maximum Entries - 10)

Community Name User Mame
public ReadOnly
private ReadWrite

(& 21) SNMP Community Table ™ 3t
Community Name: Community O|£& A7 gtL|C}.

User Name: SNMP Community0f| &2 7ts%t MIB Object®| Read/Write EE= Read only
HotES Mol gLk

ZFONALIX|2] SNMP Agent 2 SNMP Manager 72| Community Z}2 HEE A] 2AX|5f
of stL|C}.

11
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6) SNMP Host Table

DGS-1210-28P AtEX} O

Host IP Address | [+
SMMP Version V1 -
Community String/SMNMPv3 User Name | |*

{ Maximum Entries - 10)

Host IP Address SMMP VWersion Community Name/SNMPv3 User Name

(22! 22) SNMP Host Table A% 3}H
.|

Host IP Address: SNMP Management SAEQ| IP FTAE MY BFL|LC}
SNMP Version: SNMP Management S AE 9| SNMP HEH = A7 otL|Ct.
Community String/SNMPv3 User Name: Community & EE= SNMPv3 ALEX} 0| &

2 ehch

7) Engine ID
u

Engine ID | 444?532:1313231302d31351cbdb9d@?d0|

[ Apply ] [ Default ]

Hote: Engine 1D length is 10-64, the accepted characteris from 0to F.

(12l 23) Engine ID A& 3}H
- SNMP Engine ID+= AQ|X|2| SNMPv3 Engine A2 2HQI817| Qs 18 Al” D QL

C}.

8) SNMP Trap Configuration
w

[T SNMP Authentication Traps

<] System Device Bootup

[T] Fiber Port Link Up ! Link Down

[T] Twisted Pair Port Link Up ! Link Down
[C] RSTP Port State Change

[ Firmware Upgrade State

Apply

(A& 24) Engine ID A7 ™
- M2t Trapof CHSH O[HIE 2HA A] SNMP Management S AE0| Message & 7|5

12
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YLCh

System> >Password Access Control

Old Password | |

Mew Password | |(Passw0rd should be less than 20 characters)

Confirm Password | |

Apply

L

X 3

AN

(13 25) A A o
L

= O
- 22X0 H& ot it WAYES 28 @ o+ UASLICREOA 01T

System> >System Log Setting

%@W—l

System Log ) Enabled @ Disabled

Sermver IP Address | ; | | : | | : | | ; | Severity All
UDP Port (1-65535) Facility Local 0
Time Stamp Enable

(a8 26) A" 23 2F ot H

- 29Xe] RAE ME € + U= A2E 2O MHE X 2 = ASLICH
Server IP Address: Sys Log MH IPE x| grL|Ct.
UDP Port(1-65535): MH{Z 212 M2} [ AFR3I= UDP ZE H3 X|H. 7|2 ZE

= 5l4= H73¥E0 U&ELCH
Time Stamp: 271 HA|X|| AlZt HEE HA| THL|CH
Severity: 2|ald a2 M TrL|Ct (All, Warning, Informational)

Facility: Remote Server0] F& g Facility Level A7 SfL|CL. (Level O ~ Level 7)

Configuration>>Jumbo Frame

Jumbo Frame: ) Enabled @ Disabled (Maximum Length is 10,000 bytes)

(28 26) & =g 47 oA

13
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- AT} M AJO|=EZ E3L|CH HE [|O|E{J} MAE Al SHHO| A[Cf 1500Byte7}
Z&=0H 0| MTU(Maximum Transmission Unit)2f SfL|CH AQIX[OAM HE TS )\f
21A LM st M& A| A|Cf 10000Bytes/tX| 40| 75 ghL|Ch

e 7|2 NIC(Network Interface Card)= ME Z 2 X|A6joF HEXHOZ AtE &
+ Uk

Configuration>>802.1Q VLAN
IEEE 802.1Q VLAN Configuration &)

Asymmetric VLAN [Example] () Enabled @ Disabled

{ Maximum Entries : 256 )

VID  VLAM Mame Untagged VLAN Ports Tagged VLAN Ports VLAM Rename Delete VID

01,02,03,04,05,06,07,08,
= 09,10,11,12,13,14,15 16

1.PVID # & 2.VLAN ==}

|[ PVID settings ]|[ addvip |

7) VLAN 2F ztH

ba4 Ghaa sbhda _ _ |
PPV PYYR Syes ==

‘ : Firewall, V1~V4

PC 2 (Port 6, V3)

PC 1 (Port 5, V2) .

PC3 (Port 7,Va) g Servers, Vi-V4

(O 28) Asymmetric VLAN 73 0
Asymmetric VLAN: A2 C}E VLANO| #oF BB ZEO|A Shared VLANCZ AT A
H 8 eIHY Yo=zqt 40| 7ts5tA 48 7t LICh
MEZ CHE VLANO| &3t BH ZE 7Ho|l= sS40 27ts gLCh

14



DLink ...........

F9|) Asymmetric VLAN At A| VLAN, IGMP Snooping, Management VLAN, Mac
Address Table2 7|2Zo2 %x7|3%} EL|C}.

DGS-1210-28P AtEX} O

1) PVvID 474

Port 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16
U I T TN Y Y T N T T T A
[ Cancel ][ Apply ]

(72 29) VLAN PVID A4
VLAN 47 Ol M PVID Settings +E2A|IH 2| 10| Lt Lot ddet VIDE

SHHO A
ZEO ¥E & + ASUCH

2) VLAN %7}
VID | |

WLAM Mame | |(Name should be less than 20 characters)

Untagged

Tagged All ® ® ® ® ® ® @® ® ® @® @

Mot Member | Al @ @ @ @ @ @ @ @ @ @ @ @ @ @ @ @

Cancel ] [ Apply

(2% 30) VLAN =7} 3}H
VID: MAS VIDE @13 LC}.
VLAN Name: VIDO| 0|2 20X} O|Lj2 MA L|C}.
Untagged: Cisco®| Native VLANI'.} Ze o|o QL|C} kLo VLANEE X|H 7ts BHL L}
Tagged: CiscoAt2| TrunkQ} H|==3t o|0| L|Ct =20 tagHEE & YUSHY L& &,
=700 VIANS XM & % &L

[0)

ME& VIDE MMEsIH 7| 2X oz R E ZEJF Not Member Port @ L|LC}.

Mz 4d% VIDY| 58 ZEE Untagged Y o7 ?siM= EHE VIDOA Not
Member ZEZ HIEA| BHZA 3|OF otL|Ct &, Untagged LE = HIEA| SILIS| VIDO|
OF &% E|0f RAOJOF L Ct.

Configuration>>802.1Q Management VLAN

| [EEE 802.1Q Management VLAN Configuration O Seicguerd |

Management VLAN @ Enabled ) Disabled
VID 1 -
VLAN MName

Apply

15
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(A& 31)Management VLAN A7 3}H

A 2|X| Management IPQ| VIDE X|’g3t0] ALEE = JUF UL (7|2 47 il Disabled)

DGS-1210-28P A%t O

Configuration>>Auto Surveillance VLAN Settings

Auto Surveillance VLAN Settinﬁs (8} Eafgguard

Auto Surveillance VLAN Global Settings

Auto Surveillance VLAN () Enabled @ Disabled
VLAM ID Priority Tagged Uplink/iDownlink Port
Hon E—

User-defined MAC Settings
To add more device(s) for Auto Surveillance VLAN by user-defined configuration as below

Component Type Description (ORI

Video Management Server MAC

Mote : Maximum number of user-defined MAC is 5 entries
D Component Type Description MAC Address Delete
01 D-Link Surveillance Device D-Link IP Surveillance Device FO-7D-68-00-00-00

Auto Surveillance VLAN Summary

Port Component Type Description

m s

1

(22 32) Auto Surveillance VLAN A7 3}H

Auto Surveillance VLANZ Voice VLANI} H|==5}A IPZIH 2t @F &2 IP Surveillance A
Z0| AQX|0of AA AAZ AL Surveillance VLANC 2 X|™HE £ QOO 0|23t Traffic
of tict LH=2E RS0 Service FES & A[Z & UAFL L
Z=9|) Auto Surveillance VLAN 22 X|dEl VLANZ2 2HIEOQ| VLAN 7|s2 £ ¢

=L Ct.
Auto Surveillance VLAN State: Auto Surveillance VLAN &AM 35}
VLAN ID: Auto Surveillance VLAN © 2 ZTAtsSHA g VLAN MEH SHL|CH
Priority: 802.1P 2M&=2|E A7 TfL|LCt (Low ~ Highest)
Aging Time: £ T EJ}| Auto Surveillance VLAN #HHI} = AL S
Aging Time ©Qt0f| Surveillance Traffic M&0| AUO{Of St DX UZ AP HH =
M MQ =L
From Port/To Port: Auto Surveillance VLAN HH ZEZ X% TE HQ M THL|C
Auto Detect: Auto Surveillance VLAN OUI A7™HO0|A Holst SAIAF OUI €& 7HK|
Surveillance TrafficO| Si& ZEZ E0 2 S X522 Auto Surveillance VLANS &
gLt

16
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Configuration>> Voice VLAN Settings
Voice VLAN Sett S

Voice VLAN (") Enabled @ Disabled

DGS-1210-28P AtEX} O

Voice VLAN Global Settings

Vian ID 1 Aging Time [ 1](1~120 hours)

Priority Medium
Voice Vian Port Settings
From Port To Port Auto Detection
1 16 Disable Apply ][ Refresh
Port Auto Detection Status -

m

(22 33) Voice VLAN A 3}H
Voice VLANS VoIP F31e} Z+& Voice THZHO| A Y H4 g2 8% Voice H
VLANE X|™H& 4= Ao Voice TrafficH CH3E SM=QE H 050 Voice Service =&

=
= ¢ AZE & A4

i

2
[S)
x

=
F9|) Voice VLANS 2 X|dEl VLAN2 2HIXQI VLAN 7|52 ¥ & £+ QgL Lt

Voice VLAN State: Voice VLAN M3t {&E ME4 SFL|Ct.
VLAN ID: Voice VLANC 2 EXts1H & VLAN MEH SHL|C}.

Priority: 802.1P 2M&=2|E A TfL|LCt (Low ~ Highest)

Aging Time: £ ZEJ} Voice VLAN BIHI}t =l AL o|E LEZ Ed|f Aging Time ¢F

Of Voice Traffic M&0| AO{OF ot OHX| = 42 Y ZEOAM X<l &L

From Port/To Port: Voice VLAN BHH ZEZ M3 £

Auto Detect: Voice VLAN OUI AHO0|A Ho|at EAIAI OUI £fS 7HX|= Voice TrafficO|
o C

17
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Configuration>> Voice VLAN OUI Settings
Voice VLAN OUI Sett S

Description Telephony QUI

@ Default OUI 3COM | [00-E0-BB-00-00-00 |

) User defined OUI | | OX-HOL-HA-HKO-XK)
{Maximum user defined OUIl : |Veritel Add
Pingtel
Siemens
MNEC/Philips
D | Descripti HuaweidCOM Telephony QUI | OUI Mask | Delete |

Avaya

(122! 34) Voice VLAN A s}H
Voice VLAN X|& ZEO| MZAE VolP T HZXALS| OUIZ £2 3t

oul Vendor Mnemonic Nams
00:EQ:BE ICOM 3com

00:03:6B Cisco Cisco

00 EQ: 7S Veritel waritel

0D E Pingtel pingtel

00:01:E3 Siemens siemens
00:ed:-BD NEC/ Philips necE&philips
QO:OFE2 Husamwei-300M huawei&3Icom
00:09:6E Avaya avaya

(gl 35) =8 Vender OUI

Configuration>> Port Trunking Settings

Link Aggregation State: (") Enabled @ Disabled

Edit Trunking Information

n] 01 - Type Disable =«

Note:maximum & ports in static group and 8 ports in LACP group.

Trunking list

01 Disable
02 Disable
03 Disable
04 Disable
05 Disable
06 Disable
o7 Disable
08 Disable

18
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(& 36) Port Trunking 874 3}H
Port Trunking 7|52 3t 7§ o|Ato] 22|XMel mEE &=a|mol gjLto] ER PS0f 1
%02 HOHE N2l & = UA St= 7Is22 F 8712 Group0| 49 7I5 StH 2
Og2 871HK|e] MY ZES =8 & & UASULCL
Static: =5 Link Aggregation 47
LACP: = E Trunking A7 A| LACP REE AN

-

~

Configuration>> LACP Port Settings

u

Link Aggregation Port Configuration
From Port To Port Part Priority(0~65535) Activity Timeout

01 - 16 - Passive = short (3 sec) -
Port Fart Priarity Activity Timeout J=
01 128 Active Long (90 sec)

0z 128 Active Long (90 sec)

03 128 Active Long (90 sec)

04 128 Active Long (90 sec)

05 128 Active Long (90 sec)

06 128 Active Long (90 sec)

07 128 Active Long (80 sec)

0a 128 Active Long (90 sec) E
09 128 Active Long (90 sec)

10 128 Active Long (90 sec)

11 128 Active Long (90 sec)

12 128 Active Long (90 sec)

13 128 Active Long (90 sec)

14 128 Active Long (90 sec)

15 128 Active Long (90 sec) £
16 128 Active Long (90 sec) 57

From/To Port: LACP A7 2} ™ME & A&t ZE o} OX|2 mEE MH oL}
Port Priority(0-65535): X E 2Ma+QE A SfLCt 7|2 Z4128

- Activity

Active: LACP LE R EJ} Active O|H LACP HO =S MESHH ACHERDE Link
Aggregation2 d}7| |8t negotiate 1t7H0| O|RO{RL|CE LACP ZEE FMHEI7| oM
= HFEA| St 0|9 ZE&= Active2 H7F E[O{RUO0OF 3t & = FH| Z& LACP
7152 X|YUsjorDt SfLCt.

Passive: LACP L E BT EJ} Passive XX QO™ X=X LACP HOE Qo =4S
HESHR| R MatA BTS FHl= BEEA] Active RE=2 27FE[O RA0{OF LACP
EE7|‘ gM-|2|. 1| |_| |:|..

Timeout: 22| X} LACP Timeout A|ZtS AN ghL|C}

Short: 3 Sec
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Long: 90 Sec

Configuration>> IGMP Snooping Configuration

IGMP Snooping Cnnﬂguration Q Safeguard

IGMP Snooping () Enabled @ Disabled

IGMP Global Settings

Host Timeout (130-153025 sec) | 25 Router Timeout (50-500 sec) [ 280
Robustness Variable (2-255) |:| Last Member Query Interval (1-25 sec) |:|
Query Interval (60-600 sec) |:| Max Response Time (10-25 sec) |:|

Note: The Host Timeout was computed automatically in Querier Enabled by (Robustness Variable *
] Apply
Query Interval + Max Response Time).

The VLA Settings of IGMP snooping

VLANID VAN Mame State Querier State Router Ports Settings  Multicast Entry Table

1 Enabled Disabled

(& 38) IGMP Snooping A 3IH
IGMP Snooping 7|52 AA|ZF F& ME MH|A 9F 22 RTP(Real Time Protocol) ™&
st I CHEE Multicast 2 X£0| O|FR0X|A E/=0 O] M Multicast Traffico] EMA
DE ZEZ Multicast TrafficO| Flooding & L|Ct. O] Multicast Floodinge Y X[t
MSIOX} Sl ZEZ B g S TrafficO| Forwarding0| 7}s3tEE Sl T2 EZ0| IGMP

-

o o
4\_
Snooping ¢ L|LC}.

Host Timeout(130-153025 sec): ZE|JfAE SAEE= Y HE|F|IAE Groupl 2 HEH
Trafficg =4l £0|2}= Report 8}0F St= A|ZL Reporting O] & O] A7t M|
Timeout A|ZF L{Of| ReportE SIA| &S Al EntryQ| M AHK| E L|CFH

Robustness Variable(2-255): Subnet &t0f| A Packet loss 22 O & Zf

Query Interval(60-600 sec): IGMP Query ™& F7|

Router Timeout(60-600 sec): Router LEZ Query X O HA|X]|
Last Member Query Interval(1-25 sec): £ & Query HA[X]|
St= A7t

Max Response Time(10-25 sec): SE HA|X| EL{7| ™ Z|CH CHZ| A|Zt

[

TABHOF 3t= AlZt
o
)

B 27 fIsi o7

T
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Configuration>> Multicast Filtering Mode

Multicast Filtering Mode Qs
VLAM ID Filtering Mode

1 * ANl Forward Unregistered Groups -
Multicast Filtering Mode Table Total Entries: 1

VLAMN D WLAM Mame Multicast Filtering Mode
1 Farward Unregistered Groups

L

(32l 39) Multicast ZHz2l ™ 3H
Forward All Groups: S& G Hl & & 250 CHsf siE VLANS| ® ZE=Z
Multicast TrafficO| <& =lL|LC}.
Forward Unregistered Groups: Register Table0| & &l Group 7|82 Z Multicast Traffic
= MSESX|0 H & & Groupd|| CisiM = VLANA 2E T EZ Flooding &l L|LC}.
Filter Unreglstered Groups: Register Table0f| SE %l Group 7|9t Z Multicast Traffic2
M&SHH H| SE = Groupd| CHSHA{= Filtering 2fL|LCt.

Configuration>> Port Mirroring Configuration

FPort Mirroring Configuration Qs
Part Mirraring @ Enabled () Disabled
Target Port 01 -

Source Port Selection
Sniffer Mode Select All 01

TX All ® ® ® @ @ ® ® @ ® @ @ O ¢ O @
RX All 3 @ @ 3 $§ @ @ @ @ 3 $ @ @
Both Al @ & & & & @ ® & & & & @ @ @ @
None All G @ e @ @ @ @ @ @ @ @ @ @ @ @ @

Apply

(12 40) Port Mirroring A& 3HH
Port Mirroring2 HE9/3 AQIX|| 3t 7 O4fo] mEZLEl H2|XI7} mirroringg 4

Mot s|et TEZ &/4AME|= Packeto] BEAIE S MEsto 2 HERA Traffice ZHA|
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ot= 7|s YLCh

DGS-1210-28P A%t O

Target Port: O| 2| ¥ Wireshark 2 Z2 Traffic 24 ZX|7} HZAE
Source Port: Packet 2418 3l1X} 8l= A ZE

® TX Mode: Source LEZ &A= Packet T L|E{&

= RX Mode: Source TEZ $AlE|= Packet ZL|EE

m Both: Source ZEZ &A= IE Packet B2 L|IEE

F9|) Source ZE= Target ZEZ7} E = gQi&L|Ct

0

Configuration>> Power Saving

Power Saving Conﬂguration QO Safeguard
Power Saving: @ Enabled () Disabled

Apply

The Power Saving mode is capable of reducing power consumption automatically when connected devices are switched
off or cable length less than 20meters. By reducing power consumption, less heatis produced, resulting in extended
product life and lower operating costs. By default, the Power Saving mode is enabled.

(42 41) Power Saving A7 3tH

BN REL AZE 0] Qe FH|O| MEl0| 1YLt HolZe| Zoj7k 200/E| O|LY] US
Al RHSOR MOl AHS FY + AULLICL MY AHS TYORN W2 252 5
xst0] ZWHOR MBS £BS SOILID T2(HSS WOIKA BUCh J|2HoR M
M7ls2 giet Elof YLt

22
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Configuration>> Loopback Detection Setting

DGS-1210-28P AtEX} O

State (") Enabled @ Disabled

Loopback Detection Global Settings

Interval (1-32767) [ sec
Recover Time (0 or 50-1000000) [ ©]sec
From Port To Port State
1 16 Disabled Apply  |[  Refresh |
Port Loopdetect Detection State Loop Status o

m

-

(&l 42) Loopback Detection 47 }H

Loopback Detection 7|52 STP7} H|ZMH3lE HEQA 2HHO|L} ES| CH2E A0
2 oEe d B2lY A% AZE 22/l loop 7t YHBAS [} 0|F LR[S AT

gL Ct

S o

Of

o=

Zifet o[20|= ChA| AHEHS SiA| gLt

71s0| A™E AQX|E= LoopZt izl IEE Xtz2Z XLt SHH Recover TimeO|
I.

Interval(1-32767): Loop ZtX| =7|. 7|27} 1X

Recover Time: Loop7} ZX| LS [l ZE Xt 0|F ST ZEE CiA| &2
71232f 60X O|H 02 TimeE ZtE A|7|X| %&L|CH

o
of
rir
=
>
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Configuration>> SNTP Setting>> Time Setting

Time Settings

Clock Source
Current Time

SNTP Server Configuration
SMTP First Server

SMNTP Second Server
SNTP Poll Interval In Seconds (30-99999)

@ Manually set current time
Date (DDMMNYYY)
Time (HH:MM:33)
(0) Set time from PC
Date (DDMMNYYY)
Time (HH:MM:33)

@ Local

(& =

) SNTP

08/01/2009 19:49:45

[08/01/2009

[19:49:45

Apply

Clock Source

(a2 43) Time

+ 9lonf PCE RE worg

273 =t

® local: $£50Z HI|O| A|ZtS MW

B SNTP: SNTPAIH Q| IPE X|HTt & AMHE

FH AlZ BEE 20t

2

[m=]

SNMP First/Second Server: O

M9l SNTP M 3 HZ SNTP MB IP MX

SNMP Poll Interval in Second: SNTP MH Of|A AlZF HEE @8 F7|

Configuration>> SNTP Setting>> Time Zone Setting

TimeZone Settings (& J=
Daylight Saving Time State Disabled -
Daylight Saving Time Offset In Minutes 60 -
Time Zone Offsetfrom GMT In +~HH:MM + - 00 -~ 00 =~
DST Annual Settings
From: Month Jan
From: Day 01
From: Time In HH MM i] 00
To: Month Jan
To: Day 01
To: Time In HH MM 0o 0o

(a2 44) Time Zone A 3}H
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Daylight Saving Time State: LZHfA|7F M & OfF A7
Daylight Saving Time Offset In Minutes: QZXQA|IZL 2 CHQ| MY
=<

Time Zone Offset from GMT in +/-HH:MM: GMT 7|&A| AH 0]) +9:00
DST Annual Setting: L& HAA|IZE AF Al H2 IR G AlZH Y

Configuration>> STP Global Setting

- STP Global Settings O Safeguard
RSTP Status _Enabled @ Disabled
STP Version RSTP Root Bridge
Bridge Priority 32765 Root Cost

Tx Hold Count (1-10)

Maximum Age (6-40 secs) Root Forward Delay

| |
| |
Root Maximum Age | |
| |
| |

Hello Time (1-10 secs) Root Port

Forward Delay (4-30 secs)

[ Apply || Refresh |

(12 45) STP Global A% 3tH
Spanning Tree Protocol2 Y| E2|39| CtHEE °| 5t A2|X| 0|&=2}(Redundancy)&
798 8% =282 Loop +=E 7HAA E UL
of o Ze 22|H9l Lloop TEE 7t HEYI BHON STPS ALBSI0] EH ZES
=3|H Oz KICHstoZ M L2 LoopE HHX|ét= 7|SQAL|CH

STP Version: RSTP / STP Compatible. 7|22 RSTP(RSTPZ} STPEL} 221 A|Z+0| HM b}

=)

[=]

Zt

Bridge Priority: Root Bridge M&=& %t Parameter. 2 {{¥4d+E =2 M Zt

EL|CL 7|22 32768

Tx Hold Count: Hello Packet %|C{ ®& =~ 7|24t 6

Maximum Age: %|Cf BPDU ®E =l Cf7| A|Zh 7|23 20X

Hello Time: BPDU HEE ™& F7|. 7|23 2=

Forwarding Time: STP Listen, Learning &EJO| A Q| CHZ| A|Zt. 7|24 15=
Root Bridge: Root Bridge?| MAC HE

?
m|_ru
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Root Cost: Root Bridge7}tX| 2| H2|Zf

Root Maximum Age: Root Bridge®| Maximum Age %}

Root Forward Delay: Root Bridge®| Forward Delay Z}
Root Port: Root Port ™M

Configuration>> STP Port Setting

STP Port Settings Q Safeguard
Fraom Port 01 To Part 16 State Enabled
External Cost
(0-200000000; | 2000000 Migrate | Disabled Edge Auto
0=ALTO)
Priarity 128 P2pP Auto Restricted Role | Falze

Restricted TCN | Falze

- Restricted Restricted -
Part State Priority External Cost Edge PZP Role TeN Port State

m

(12 46) STP Port A% &}

From Port/To Port: STP Port A S & CH& EEO| A|Atu}f OHX|8t=Z MEH SHL|C
External Cost: 02 Ats2 2[0|StH OiNel £=0f et Xts2= 0] MEf E LT}
0f|) 100M Port: 20000, 1G Port: 2000
TSR Y2 KE & =& U0 A2 40| =
Migrate: 0| 20| g-d3tx|® BPDU & Al &Oiyel STP 2478 HEE
Dt A CiO| RSTPZE AE &[0 RUCHH STPO|Af RSTPZ Migrate 7ts gfL|Ct.
Edge: PCet &2 TR0 AZE d% 273 ofH Edge ZEZ AFE ZE
=i g 5 e #4 Al LoopZt 2 &+ UASLICH
Priority: 2t TEO| QM£9|. 7|270| 1280|0{ 0XE| 240A}0|Q] Zto2 MH Jts
L2 20| &2 2Mz9l &L
P2P: Edge X E @} H|x?t 7|5& oI Point-to-point shared 23 2t1 & &HH, XtO|H™
2 S|y ZLE= HHEA| Full Duplex 2 =0{0fF BfL|LCt.
Restricted Role: True2 MH3IH ST ZE= HO| Root ZEZ M= E £ QiEL|Ch

-

=
Restricted TCN: STP ZMd3t EZZX|0A =2|AHQ H3st 2HMsIH TCN(Topology

Ir
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Change Notification) H|A[X|Z7} MEE[A ELUCL 8T ZEO| O Zio] &dst7t W H
Ol4f TCN MAIX|E CHE ZEZE MESHX| $ELCH

QoS>> Storm Control

 StomContol O seccwd

Storm Contral () Enable @ Disable
Storm Control Multicast & Broadcast & Unknow Unicast
M=(1~16000}

I
=]
1]

*

Threshold (64Kbps * N} | = | unlimited| Kbps

(12l 47) STP Port MM 3O
Strom Control®| 7| &-& Multicast, Broadcast, Unknown Unicast E2|Z 0| X|™&SH A K|
Oldez RYUE 42 oY PacketZ Drop HEM AR[X|Q| BIIE EF= A &

L|C}.

Storm Control: |0 CHAF Traffic 25 (Multicast, Broadcast, Unknown Unicast)
Threshold: A X MH

QoS> >Bandwidth Control

 BandwidthControl 0O ssicauera

From Port To Port Type Mo Limit Rate(64-1024000)
M - 16 + Rx + Disabled =~ Kbits/sec
Part Tx Rate (kbitsizec) Rx Rate (kbits/sec)
01 Mo Limit Mo Limit
0z Mo Limit Mo Limit
0z Mo Limit Mo Limit
04 Mo Limit Mo Limit
0s Mo Limit Mo Limit
0@ Mo Limit Mo Limit
a7 Mo Limit Mo Limit
0a Mo Limit Mo Limit
0a Mo Limit Mo Limit
10 Mo Limit Mo Limit
11 Mo Limit Mo Limit
12 Mo Limit Mo Limit
13 Mo Limit Mo Limit
14 Mo Limit Mo Limit
15 Mo Limit Mo Limit
16 Mo Limit Mo Limit
Note: The multiple of 1850 Kbits/sec will be set automatically because the resolution of Giga-pon Tx bandwidth control is
1850 Kbits/sec.

(22 48) Bandwidth Control M 3IH
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Bandwidth Control2 3{iE ZEQ Y/CIRZE £EE Xotds
El >

e ZES A8 2 TypeO|Al Rx/Tx/BothE

F9|) 7|17t ZEQ| Tx £E+ 1850kbps His THRIZFH ©HO| 7t5 BHLIC.

QoS> >IEEE 802.1p Default Priority

| [EEE8021pDefaultPrioity O Sefesuard |

Select QoS Mode: @ 802.1p ©) DSCP
Queuing mechanism: | @ Strict Priority | ) WRR (By defaultis strict priority)
By defaultthe 802.1p is chosen. To enable DSCP mode, please selectthe DSCPF mode and press "Apply™ to go to DSCP
Priority Settings page.
From Port To Port Priority
1 - 6 - Medium  ~
Part Priarity =
; ::":eg!um Foringress untagged packets, the per port "Default Priority” seftings
nedium will be applied to packets of each port to provide port-based traffic
3 Medium prioritization. L
4 Medium Foringress tagged packets, D-Link Smart Switches will refer to their |
5 Medium 802.1p information and prioritize them with 4 different priority queues.
G Medium |
7 Medium
a Medium
g Medium
10 Medium
11 Meditm i

(13 49) IEEE 802.1p M9 M Bt
DSCP Priority Seft ~

Select QoS Mode: ) 802.1p @ DSCP

Queuing mechanism: ) Strict Priority | @ WRR (By default is strict priority)

By defaultthe 802.1p is chosen. To enable DSCP mode, please selectthe DSCP mode and press “Apply™ to go to DSCP
Priority Settings page.

From DSCP value To DSCP value Priarity

0 - - Medum -

DSCP value Priority DSCP value Priarity DSCP value Priority DESCF value Priority -
0 Medium 16 Medium 32 Medium 43 Medium
1 Medium 17 Medium 33 Medium 49 Medium
2 Medium 18 Medium 4 Medium a0 Medium
3 Medium 19 Medium 35 Medium | Medium E
4 Medium 20 Medium 36 Medium hZ Medium
5 Medium 21 Medium v Medium 53 Medium
B Medium 22 Medium 38 Medium a4 Medium
T Medium 23 Medium 39 Medium 55 Medium
8 Medium 24 Medium 40 Medium i3] Medium
9 Medium 25 Medium 41 Medium 57 Medium
a0 Medinm 26 Mediium 47 Meadiim RR Medium i
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(12 50) DSCP @M #=9| MY 3t

DGS-1210-28P AtEX} O

Select QoS Mode

m 802.1p: Traffic @M =2 X|E & == U&= VLAN Header®| COS ZE gt AF gt
C}.

= DSCP: M2 [}2 £X9| MH[AS BT & 4 YT E sh= IP Packet L TE 3t
g g

%

Queuing Mechanism

®  Strict Priority: Packet X{2| A| 52 M&=E 7I% Packets HAN XHz2| arL|Ct

= WRR: 2M+=2/|0 2 Weight 4t | X|™H35t] PacketE X 2| ghL|LC}.

WRR Queuing®| 2=2[0f| & Weight ¢f2 Cigat Z&L Lt

Highest : 8 , High : 4, Medium : 2, Low : 1

Default Priority: @ = X EQO| 7|2 Prioritye MediumQZ A |0 QO ZE HZ
HZ0| 7tsotrt.

Security>>Trusted Host

Trusted Host (6] Safeguard
TrustedHost () Enabled @ Disabled

Trusted Host Settings
[ Maximum Entries : 10 )

IP Address IP Mask Delete

(22 51) Trusted Host 8 3™
ALX0] &2 o7t EF = HEXHT tHYS S0 AFEO| Folot At

A ol &= 2 + UAEF A& YUt

m
2
for
|>
|m
n
!

IP Address  Subnet Mask Permitted IP
192.168.0.1 255.255.255.0 192.168.0.1~192.168.0.255
172.17.5.215 255.0.0.0 172.0.0.1~172.255.255.255

(12l 52) Trusted Host IP CHY MA 1M
Add Host HEC = 7I5 Delete HHEC 2 4K & = RUAD 273 &z =
2

Apply HHES =2 2d3t Ut
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Security> >Safeqguard Engine
u

Safeguard Engine: @ Enabled () Disabled

D-Link 2afequard Engine is a robust and innovative technology developed by D-Link, which will automatically throttle the
impact of packet flooding into the switch’s CPU.
[t will keep D-Link Switches better protected from being too frequently interrupted by malicious viruses or worm attacks.

(& 53) Safeguard Engine 87 3}H
Safeguard Engine 7|52 D-Link SX}XQl 7|22 AQX|0| =7tHOZ TrafficO] £2F
5l CPU AIBE T7I2 &8 Traffic M50 HESMY 50| 2MSle A4S X502 ¢
X|sff &L|Ct. EESH D-Link Safeguard Engine 7|2 HO|2{A Lt Worm 1f Z&
o ZHo=RE B3 HFLCH

-
N

Security>>ARP Spoofing Prevention Setting
ARP Spoofing P jon Set >

Router / Gateway Router ! Gateway

IP Address MAC Address e

| | | ] ANl Ports Add
Total Entries: 0
([ Note:G64 Entries Maximum. )

Router / Gateway Router / Gateway

IP Address MAC Address

HNote :

1. ARP is the standard for finding a host's MAC address. However, this protocol is vulnerable that cracker can spoofthe
IP and MAC information in the ARP packets to attack a LAM.

2. The main purpose ofthis feature is to protect network from Man-in-the-Middle or ARP spoofing attack including
router / gateway or specific client.

(& 54) ARP Spoofing Prevention A7 Z}H
ACH Router EE= Gateway ZH|Q| IP A B MAC

o
£ B dmg Sty ARP Spoofing 342 Z Gateway H

ARP Spoofing Prevention 7|5
F4o 9 2El¥oz 9ZE HE
7b HE 0] RFO§7} EHASH=
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Security> >Port Security

u

From Part To Port Admin State Max Learning Address (0-G4)
01 - 16+  Disabled ~ 0
Admin State Max Learning Address
o1 Disabled ]
02 Disabled 0
03 Disabled 0
04 Disabled 0
05 Disabled 0
06 Disabled 0
o7 Disabled 0
08 Disabled 0
09 Disabled 0
10 Disabled 0
11 Disabled 0
12 Disabled 0
13 Disabled 0
14 Disabled 0
15 Disabled 0
16 Disabled 0

(32l 55) Port Security 87 3™

Port Security 7|52 &t ZEZ st& Jts3h MAC =4 22 XS0 S AFRZEC
QUOM Port Security M2 0|% ST ZE

Client MACO|| CHSHA{CE ZEHOIS X8 =
C F=a =

A
2 ™&K5k= H[27F MA Asez X LU

Security>>SSL
WH—ELW-]
55L State () Enabled @ Disabled
Note: Web will be disabled if SSL is enabled.
S5L Ciphersuite Settings
RSA-MULL-MDS @ Enabled () Disabled
RSA-MNULL-SHA1 @ Enabled () Disabled
RSA-DES-SHA1 @ Enabled ) Disabled
RSA-3DES-SHA1 @ Enabled () Disabled
DH-RSA-DES-SHA1 @ Enabled () Disabled
DH-RSA-3DES-SHA1 @ Enabled () Disabled
RSA-EXP1024-DES-SHAT @ Epabled ) Disabled
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(22 55) Port Security 8 3tH
Jlgtoz S A|7| A B I AR FLICE

DGS-1210-28P AtEX} O

FO|)SSL 7| sS /83l StH S| HMEFQ Web H|O|X|7} H|EHE3} ELICL

Security>>802.1X>>802.1X Setting

802.1X Settinss (6] Safeguard

802.1X (") Enabled @ Disabled

802.1X Global Settings

Radius Server IP ] QuietPeriod (0 - 65535 sec) [ e
Key ] SuppTimeout (1 - 65535 sec) [ 19
Confirm Key I:l ServerTimeout (1 - 65535 sec) I:l
TxPeriod (1-65536sec) | o] MaxReq (1 - 10) 9

ReAuthEnabled Disabled ReAuthPeriod (1- 4294967205 sec) | - 0[]

802.1X Port Access Control
From Port ToPort Caontrol
01 16 Auto
Port Caontrol FPaort Status Session Time User D

lmf »

Radius Server IP: 802.1x 915 & 2
Key: 915 MH{OIM AP SZEl Key 242 92 ehch
Confirm Key: =91 7|& X & orL|Ct.

TxPeriod(1 - 65535): 9IZX}2| PAE |
EAP Request/Identity Packet <& F7|2 ZAN gtL|C}
ReAuthEnabled: X Q= HA|X| & MH
QuietPeriod(0 - 65535): 2Z|0|E

HOtA= AlZh 23 gLCf.

o 0
ro
o o
El
fot
|l
=|:I=|
Rt
|
10
R
N
e}
c.
o
0z
=
hu

SuppTimeout(1-65535): 2IZ X2t 20| E 7to| 2F st EfQJAOLZ AlZt LTt
ServerTimeout(1-65535): AQ|X|7l QIS MB{O| Q1= XALE Q@F HNo| Scjo|dEZE

B SEOZI AlZH iLCh
MaxReq(1-10): 215 MMS F=ot7| T £22X|7F S2tO|AE|H EAP requestS
N 283t= sl YLCh

ReAuthPeriod(1 - 4294967295): X{OIS A|7h K QIS0| A3} = HS0|o S &L},
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Security>>MAC Address Table> >Static MAC

Static MAC Conﬁguration (6 ) Eafﬁuard

Disable auto learning on ports other than the uplink ports configured below () On @ Off

Uplink Port
Static MAC Address Lists ( Maximum Entries : 256 )

MAC Address

(32 57) Static MAC 4 3IH
Static MAC 473 O&He= £ 2 3 ZEQMD MAC FAE &&7ts stk
7|s0| UAGLIEL O B2 Gateway = DHCP MHf of 22 ot EH|7
A= B0 MEIIsdIH 72822 7|s0| HZdet &

o
EY ZEN $522 MAC 2 ¢ VIDE Zglslo] 52

Security>>MAC Address Table>>Dynamic Forwarding Table

Dxnamic Forwardina Table Conﬁauration (8} Eafﬁuard

oo Al -
[ Select all ] [ Clear all ]
) MAC Address A
1 16 00-0E-35-7C-C4-65 MIA Dynamic ]
2 16 00-0F-E4-86-D8-EE IIA Dynamic ]
2 16 00-17-42-BD-71-13 IIA Dynamic T}
4 16 00-19-58-E9-0B-5E INIA Dynamic [
& 16 00-19-5B-EC-E1-1C IIA Dynamic T}
i} 16 00-1A-80-1A-F7-95 INIA Dynamic M 3
7 16 00-1B-FC-4A-TE-BF IIA Dynamic o
2 16 00-1B-0B-FE-DC-33 INIA Dynamic I
g 16 00-1E-58-25-22-4B IIA Dynamic o
10 16 00-1E-80-41-C5-0E A Dynamic I
11 16 00-21-91-55-8E-02 IIA Dynamic I M
12 16 00-22-B0-88-7D-AD IIA Dynamic [
13 16 00-24-01-058-46-29 INIA Dynamic =
14 16 00-26-82-57-78-64 NIA Dynamic Y .
Page 01~
(32 58) Dynamic Forwarding Table A7 3™
ASOR s15T MAC FAS AN T 4 900 Add HES 52 X502 g3t
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Security>>DHCP Server Screening

— Y e—

DGS-1210-28P A%t O

From Port ToPort State
1 16 Disabled
Port | State
1 Disabled
2 Disabled
3 Disabled
4 Disabled
5 Disabled
5] Disabled
T Disabled
8 Disabled
9 Disabled
10 Disabled
11 Disabled
12 Disabled
13 Disabled
14 Disabled
15 Disabled
16 Disabled

(& 59) DHCP Server Screening &% 3t
DHCP Server Screening 7|52 H| QI7}=l DHCP AMH ZFEE{Q| DHCP Packet Xttt Sh=
S22 HERR #o Z571He| DHCP MHZL EXsts 42 &3 M8 &= U
S LICE

Monitoring> > Statistics

— yrer———

[ Refresh all | [ Clear All Counters |

Port TxOK RxOK TxError RxError

1 1664 1330 0 0

2 0 0 0 0

3 0 0 0 0

4 0 0 0 0

5 1212838 1358727 0 0

[ 0 0 0 0

T 0 0 0 0

il 0 0 0 0

g 0 0 0 0
410 0 0 0 0
11 0 0 0 0
12 0 0 0 0

13 0 0 0 0
14 0 0 0 0

15 15790 460868 0 0

16 1366153 1509206 0 0

(28 60) Statistics 2™
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TXOK: H&HOl &4l Traffic &
RxOK: FaHel 44l Traffic &
TxError: 02| &41 Traffic &

Al
O -
RxError: O|2] =4l Traffic &

DGS-1210-28P A%t O

— =

[ Frevious Page ] [ Refresh ] [ Clear Counter ]
R
OutOctets 347538 InOctets 1317060
OutUcastPkis 631 InUcastPkis 1110
OutMUcastPkts 1033 InMNUcastPkts 220
OutErrors 0 InDiscards 0
LateCollisions 0 InErrars 0
ExcessiveCollisions 0 FC3Errors 0
InternalMacTransmitErrars 0 FrameToolLongs 0
InternalMacReceiveErmrors 0

(32l 61) Port Statistics 3}H™
Porte| H2E FE27| E|H ¢ J23HSE Ol gLC iy ZEQ| HA FEE =

=
=
ol & & AgLith

Monitoring> >Diagnostics

ot 01~

Part TestResult Cable Fault Distance {(meters) Cable Length (meters) [in range]

The cable diagnostics feature is designed primarily for administrators or customer senvice representatives to verify and test
copper cables; it can rapidly determine the quality ofthe cables and the types of error.

Hote:

1. Before enabling Cable Diagnostics function, please be sure to disable Power Saving via the Power Saving configuration
of Web GUIL.

2. Ifcable length is displayed as "MIA” it means the cable length is "ot Available™.

This is due to the port being unable to obtain cable length/either because its link speed is 10M or 100M, or the cables
used are broken andfor bad in quality.

3. The deviation of "Cable Fault Distance” is +/~2 meters, therefore Mo cable may be displayed under Test Result, when the
cable usedis less than 2 min length.

4. It also measures cable fault and identifies the fault in length according to the distance from this switch.
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(23 62) Cable Diagnostics 2}H

oid ZES MESIA Test Now HES FE2A[T Oz ofHMt ZO| Xl AHol= Z
ojet goff oI5 =2 & & A= 2ol 26 UL

Port Test Result Cable Fault Distance {meters) Cable Length (meters) [in range]

(22! 63) Cable Test Zut 3}H

Monitoring> >Switch History Log

{ Maximum Entries : 500 )

2 Jan 8 20:29:01 2009 Web session timed out ( IP: 192.168.0.146 ) info HI
4 Jan 8 19:14:21 2009 Successful login through Web (IP: 192.168.0.171)

G Jan 8 17:38:04 2009 Web session timed out ( IP: 192.168.0.171 )

a8 Jan 8 16:38:45 2009 port 1 link down

10 Jan & 14:53:09 2009 Port 5 link up, 1Gbps FULL duplex

12 Jan 8 14:52:37 2009 Port 5 link up, 100Mbps FULL duplex

;

44 Tam @ AA4-F3-20 20N0 Dot B link on ANAAKMRae CHH D Adnnlaws

(32 64) Switch History Log 3}H™
A R|X| History Log & &9l & = UELICH(HEH AFO|= : 500 Line)

=2 /=
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ACL>>ACL Configuration Wizard

~ACL Cnnﬂguration Wizard QO Ssfeguard

General ACL Rules

From

Any - | |
Ta

Any - | |

Senice Type

Any - | |
Action

Permit -
Ports
| | ex(1,24-6)

Apply

Note:
ACL Wizard will create the access profile and rule automatically.
For advanced access profilefrule setting. you can manually configure it in Access Profile List.

(32 65) ACL Configuration Wizard 2™
From: £% Traffic Z2HX| H9|
" Any: 2= Traffic
m  MAC Address: EX MAC =4, A QAL XX-XX-XX-XX-XX-XX
® JP Address: E™ IP =4 = 0|9
To: 25 Traffic 2™X| M9
" Any: 2= Traffic
m  MAC Address: EX MAC =4, XA QAL XX-XX-XX-XX-XX-XX
m P Address: Ed IP A £&= Y
Service Type: £ AH|A EIAE HO|
= Any: @ = MH|A EFY
®  Ether Type: £74 Ether Type HZ Packet Filtering (0f|: 1501 ~ 65535)
= ICMP All: 2= ICMP Packet
= IGMP: IGMP Packet(0j|: 0~255)
® TCL All: 2= TCP Traffic
®  TCP Source Port: TCP =2 T E HO|(0f: 0 ~ 65535)
®  TCP Destination Port: TCP EXX| LE 9|(0f: 0 ~ 65535)
= UDP All: 2= UDP Traffic
= UDP Source Port: UDP =4 T E HO|(0f: 0 ~ 65535)
= UDP Destination Port: UDP 2XX| ZE X™9|(0: 0 ~ 65535)
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Action: 2|0 A ™Ho|st TrafficE df

B Permit: HO|5t Traffic 5| &

= Deny: HO|%t Traffic HE

®  Ports: X5 ACL Ruleg X% ZE X|H. Inbound(Packet =4l A])Rule 2 X}=
N8 gLt

DGS-1210-28P A%t O

ofo
o
Nl
o

2 A QAKX AR A QAKX dE Lo

ACL>>ACL Profile List

(AccessProflelist . Osecswes

[ Add AcCL Profile || Delete All ]
Profile ID | Owner Type Profile Summary

&1 Voice VLAN | Source MAC [ show Details | || Show Rules ||| Delete

-~ Source MAC, Ether Type, ARP - ——
52 ARP-SP | o der WA, ARP Sender [P | Show Details | || Show Rules | Delete
53 ARP-SP | Ether Type, ARP Sender IP [ show Details | || ShowRules || Delete

Surveillance . -

56 VLAN Source MAC [ Show Details ] [ Show Rules ] Delete

CurrentMax. Profile: 050, Current/Max. Rule: 05240

(32! 66) ACL Profile List 3}H
ACL Configuration WizardOf|Ao 2ot 2Ot ListS0| 29l 7IsslH MMEIIE E
&) Rule 2% 9 AMR|7F 7Hs #hLich

ACL>>Finder
um
ACL rule finder helps you identify any rule has been assigned to a specific port

Profile ID Access ID Profile Type Summary Action

(32 67) ACL Finder 3™

ZHM =l ACL Profileg IDY, M2 ZTE Y AMO| J7IsstH ZHMSE Profiles AMH & %
U5 LI

Fo|) 3t TEO 24719| Profile0] SEE|0] QY= AL AccessID 7} &2 Rule0] &M
ALt
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PoE>>PoE Global Setting
: -

PoE Power Threshold (7.1-78.0) Watts
Power Shut Off Sequence Deny low priority port ~

System Power Status

Total PoE Power Budget 78

PowerUsed 0

Power Left 78

The percentage of system power supplied 0%

# 1.7 watts guard band is reserved for system to prevent a PD from being powered off when encountering a sudden increment of PD power supply. When Used
Power reaches guard band, a new PD will trigger the action defined in Power Shut Off Sequence.

2. If a sudden increment of a PD power causes PSE power overload, switch will firstly stop power supply to the port with a low priority PD. As a result, high priority
PD can work without being affected.

(22l 68) PoE Global Setting =™
PoE Power Threshold : =59 & PoE A|AH M2 OAtS ZEBHL|LCH
Power Shut Off Sequence : M2 OfAHS ZtSHH MM M2} Y-S ZHSHL|CL
Deny next port : M2 Of|At X1tA| S B AESte ZEE HESHLCH

Deny low priority port : & 0|4k Z=1FA

mx
Ay
o
N
Nl

lo
i
ul
mjn
N
I

gt
-
i

PoE>>PoE Port Setting
_ :

From Port To Port State Time Range Priarity Delay Power Detect Power Limit
1 - 5 - Enabled ~ NIA * Normal  ~ Disabled ~ Auto + [ Jwats
Refresh Apply
# The port1to port 8 can be set a power limit between 1W and 30W. Max power used by PSE: Class 1: 4W, Class 2: 7W, Class 3: 15.4W Class 4 30W.
Delay
Port State Time Range Priority Power F'qw_er FEIE] foRags Ere Classification Status
Limit w) W) (mA)
Detect
1 | Enabled NiA Normal | Disabled | Auto 0.0 0.0 0.0 NiA POWER
2 | Enabled NIA Normal | Disabled | Auto 0.0 0.0 0.0 NIA P%“';’ER
3 | Enabled NIA Normal | Disabled |  Auto 0.0 0.0 0.0 NiA P%"EER
4 | Enabled NIA Normal | Disabled |  Auto 0.0 0.0 0.0 NIA P%"EER
5 | Enabled NIA Normal | Disabled |  Auto 0.0 0.0 0.0 NIA P%“EER
6 | Enabled NIA Normal | Disabled | Auto 0.0 0.0 0.0 NIA P%"';'ER
7 | Enabled NIA Normal | Disabled |  Auto 0.0 0.0 0.0 NiA P%"':ER
8 | Enabled NIA Normal | Disabled |  Auto 0.0 0.0 0.0 NIA P%“EER
(22 69) PoE Port Setting =}H™
A O Oo| I H MXHYdS SF A Ol
PoE A%(X|e] ZEY HdHZ & = JUELICL
S T E=
From Port~To Port : A&t PoE ZEZE HQZ X|HTHL|C}
. 0 = = L =
State : POE LEQ| Z&t AE|E ZAXTIL|LC}. Enabled 74%&l. Disabled &= PoEE & L|Ct
i . o ol 2o =X ol EX QO Ex
Time Range : PoE EEO| Etel BlO|22 SXHAYLITH EIQE0]2S S8 0|} SX
= 74 A O] A =0 MRS A O|A
A||7_|'0“ PoEE 1111 & £+ U % —7-”_EE —-||o = T l—||:|'
x
S

Priority : @M=& &
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